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  ICT Responsible Use Policy 

 
 
This document defines the Responsible Use Policy for student use of the Calamvale Community College 
Computer Systems. Its main purpose is to encourage the mature and responsible use of the facili�es 
available to the students through the provision of clear usage guidelines. Students authorised to use the 
school’s computer system also have Internet and Electronic Mail access.  

The use of devices and systems has been designed to help students keep up with the demands of the 21st 
century. Helping students become responsible digital ci�zens will enhance not only what we do in the 
classroom, but also give students skills and experiences that will prepare them for their future studies and 
career. 

The Queensland Department of Educa�on, Training and Employment deems the following 
to be responsible use and behaviour by a student:  

• developing appropriate literacy, communica�on and informa�on skills;  
• authoring text, artwork, audio and visual material for publica�on on the Intranet or Internet for 

educa�onal purposes as supervised and approved by the school;  
• conduc�ng general research for school ac�vi�es and projects;  
• communica�ng or collabora�ng with other students, teachers, parents or experts in rela�on to 

school work;  
• accessing online references such as dic�onaries, encyclopaedias, etc.  
• researching and learning through the Department’s e-learning environment.  

  

The Queensland Department of Educa�on, Training and Employment deems the following 
to be irresponsible use and behaviour by a student:  

• use the IT resources in an unlawful manner  
• download, distribute or publish offensive messages or pictures;  
• insult, harass or atack others or use obscene or abusive language;  
• deliberately waste prin�ng and internet resources;  
• damage any electronic devices, printers or the network equipment;  
• commit plagiarism or violate copyright laws;  
• use unsupervised internet chat;  
• send chain leters or Spam e-mail (junk mail)  
• access 3G/4G/5G networks during lesson �me  
• knowingly download viruses or any other programs capable of breaching the Department’s 

networks security.  
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In addi�on to this Calamvale Community College states that:  

• Users are responsible for the security, maintenance and integrity of their individually owned devices 
and their network accounts. 
 

• Users are required to register their personally owned device/s using the Student Par�cipa�on and 
Connec�vity Request form, prior to connec�ng to the school network and to create a password to 
protect their account. This password should be difficult enough so as not to be guessed by other 
users and under no circumstances should passwords be divulged to any other user on the system. If 
users have any reason to suspect that their account security may have been compromised or 
tampered with, it should be reported immediately to Technical Support.  
 

• Informa�on dispatched from the school network is a reflec�on on how the global community  
perceives the school. All students using the systems are encouraged to show that they are posi�ve 
ambassadors for Calamvale Community College. No obscene, inflammatory, racist, discriminatory or 
derogatory language should be used in electronic mail or any other form of network 
communica�on.  
 

• Students using the system must not at any �me atempt to access other computer systems, 
accounts or unauthorised network drives or files or to access other people’s devices without their 
permission and without them present.  
 

• Students must not record, photograph or film any students or school personnel without the express 
permission of the individual/s concerned and the supervising teacher.  
 

• Students must get permission before copying files from another user. Copying files or passwords 
belonging to another user without their express permission may cons�tute plagiarism and/or the�.  
 

• Students need to understand copying of so�ware, informa�on, graphics, or other data files may 
violate copyright laws without warning and be subject to prosecu�on from agencies to enforce such 
copyrights.  
 

• The school will educate students regarding cyber bullying, safe Internet and email prac�ces and 
health and safety regarding the physical use of electronic devices. Students have a responsibility to 
behave in line with these safe prac�ces.  
 

• Any inappropriate material will be removed from personally owned devices before bringing the  
devices to school and such material will not be shared with other students. 
 

• It is recommended families are responsible for providing their own individual insurance on privately 
owned electronic devices, to assure to always have a working device. 
 

• Consequences may be deemed necessary if students break the ICT Responsible Use Policy.  
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Appendix A  

 
Appropriate Use of Social Media  

1. Calamvale Community College embraces the amazing opportuni�es that technology and the internet provide 
to students for learning, being crea�ve and socialising online. Use of online communica�on and social media 
sites and apps can provide posi�ve social development experiences through an opportunity to develop 
friendships and shape iden��es.  

2. When used safely, social media sites and apps such as Facebook, Twiter and Instagram can provide posi�ve 
opportuni�es for social learning and development. However, inappropriate, or misguided, use can lead to 
nega�ve outcomes for the user and others.  

3. Calamvale Community College is commited to promo�ng the responsible and posi�ve use of social media 
sites and apps.  

4. No student of Calamvale Community College will face disciplinary ac�on for simply having an account on 
Facebook or other social media site.  

5. As is set out in Appendix 2 “Procedures for Preven�ng and Responding to Incidents of Bullying (including 
Cyberbullying), Harassment or Vic�misa�on”, it is unacceptable for students to bully, harass or vic�mise 
another person whether within (School name’s) grounds or while online. Inappropriate online behaviours can 
have a nega�ve impact on student learning and the good order and management of Calamvale Community 
College – whether those behaviours occur during or outside school hours.  

6. This policy reflects the importance of students at Calamvale Community College engaging in appropriate 
online behaviour.  
 

Role of Social Media  
7. The majority of young people use social media sites and apps on a daily basis for school work, entertainment 

and to keep in contact with friends. Unfortunately, some young people misuse social media technologies and 
engage in cyberbullying.  

8. Social media by its nature will result in the disclosure and sharing of personal informa�on. By signing up for a 
social media account, users are providing their personal informa�on.   

9. Students need to remember that the internet is a free space and many social media sites and apps, like 
Twiter, have limited restric�ons placed upon allowable content and regulated procedures for the removal of 
concerning posts.  

10. Social media sites and apps are designed to share online content widely and rapidly. Once students place 
informa�on and/or pictures online, they have litle to no control over how that content is used.  

11. The internet reaches a global audience. Even if students think that comments or photos have been deleted, 
there can be archived records of the material that will con�nue to be searchable into the future.  

12. Inappropriate online behaviour has the poten�al to embarrass and affect students, others and the school for 
years to come.  
 

Appropriate Use of Social Media  
13. Students of Calamvale Community College are expected to engage in the appropriate use of social media. 

Specific examples of appropriate use of social media sites and apps include:  
• Ensuring that personal informa�on, such as full name, address, phone number, school name and 

loca�on or anyone else’s personal informa�on, is not shared.  
• Thinking about what they want to say or post, and how it could be interpreted by others, before 

pu�ng it online. Remember, once content is posted online you lose control over it. Students should 
not post content online that they would be uncomfortable saying or showing to their parents’ face or 
shou�ng in a crowded room.  

• Remembering that it can be difficult to work out whether messages typed on social media sites and 
apps are meant to be funny or sarcas�c. Tone of voice and context is o�en lost which can lead to 
unintended consequences. If students think a message may be misinterpreted, they should be 
cau�ous and make the decision not to post it.  
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• Never provoking, or engaging with, another user who is displaying inappropriate or abusive 
behaviour. There is no need to respond to a cyberbully. Students should report cyberbullying 
concerns to a teacher and allow the teacher to record and deal with the online concern.  

14. If inappropriate online behaviour impacts on the good order and management of Calamvale Community 
College, the school may impose disciplinary consequences for that behaviour regardless of whether the 
behaviour occurs during or outside of school hours.  

15. Disciplinary consequences could include suspension and/or exclusion. In serious cases of inappropriate 
online behaviour, the school may also make a report to the police for further inves�ga�on.  

16. Calamvale Community College will not become involved in concerns of cyberbullying or inappropriate online 
behaviour where the incident in ques�on does not impact upon the good order and management of the 
school. For example, where cyberbullying occurs between a student of this school and a student of another 
school outside school hours. Such an incident will be a mater for parents and/or police to resolve.  
 

Laws and Consequences of Inappropriate Online Behaviour and Cyberbullying  
17. Inappropriate online behaviour may in certain circumstances cons�tute a criminal offence. Both the Criminal 

Code Act 1995 (Cth) and the Criminal Code Act 1899 (Qld) contain relevant provisions applicable to 
cyberbullying.   

18. The Commonwealth Criminal Code outlines a number of criminal offences concerning telecommunica�ons 
services. The most relevant offence for cyberbullying is “using a carriage service to menace, harass or cause 
offence to another person”.  

19. The Queensland Criminal Code contains several applicable sec�ons for cyberbullying. Poten�al relevant 
criminal offences are:  

• Unlawful stalking   
• Computer hacking and misuse  
• Possession of child exploita�on material  
• Involving a child in making child exploita�on material  
• Making child exploita�on material  
• Distribu�on of child exploita�on material  
• Criminal Defama�on  

20. There are significant penal�es for these offences.  
21. Calamvale Community College strives to create posi�ve environments for all students at all �mes of the day, 

including while online. To help in achieving this goal, Calamvale Community College expects its students to 
engage in posi�ve online behaviours.  
 

Some examples of a minor breach:  
Misuse of technological device at school by recording of friends, playing on the wrong App/So�ware.  
 
An example of a major breach:  
Recording of other’s inappropriate behaviour, recording staff  
 
Some examples of a criminal breach:  
Uploading videos and/or pictures involving the College or it’s students or staff from the College.  
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  Use of Personal Technology Devices 
 
 

Calamvale Community College 

The Use of Personal Technology Devices* at School  

This policy reflects the importance the school places on students displaying courtesy, considera�on and 
respect for others whenever they are using personal technology devices.   

Students are discouraged from bringing valuable personal technology devices such as cameras, 
smartphones or MP3 players to school as there is a risk of damage or the�. The College will not be held 
accountable for any damage, loss or the� of such devices.  

However, the school recognises the prevalence and convenience of mobile technology and the necessity to 
allow students restricted use in the school environment to prepare them to be responsible digital ci�zens. 
Teachers, in accordance with the College’s ePedagogy framework are encouraged to facilitate a curriculum 
focussed blended learning environment for their students. This on occasions may include the use of mobile 
phones.   

Responsible use and appropriate e�quete by students may include:  

• Ensuring phones are out of sight, switched off or on silent on assembly and in class unless 
instructed by a teacher.  

• Appropriate use during class a�er permissions have been given by the teacher.  
• Use at morning tea and lunch breaks and before/a�er school is permited.  

Irresponsible use and e�quete by students may include:  

• Text messages containing obscene language and/or threats of violence that may amount to bullying 
and/or harassment or even stalking, and will subject the sender to discipline and possible referral to 
police. Students receiving such text messages at school, should ensure they keep the message as 
evidence and bring the mater to the aten�on of the school office.   

• Inappropriate/illegal use of social media and/or internet (including bullying and cyberbullying) that 
infers nega�ve connota�ons or brings about disrepute of the school name, staff within the school or 
other students. This includes breaches which occur out of school hours and/or are off campus.  

• Recording inappropriate behaviours or incidents (such as vandalism, figh�ng, bullying, staged 
figh�ng or pranks etc) to disseminate to others (including distribu�on by phone or internet pos�ng)  

• Recording people and/or events without their knowledge or consent. This type of behaviour is 
misaligned with the College’s respec�ul values and is a breach of personal privacy/trust.  

• Even where consent is obtained for such recording, the school will not tolerate images or sound 
captured by personal technology devices on the school premises or elsewhere being disseminated 
to others, if it is done for the purpose of causing embarrassment to individuals or the school, for the 
purpose of bullying[1], including racial and sexual harassment, or where without such intent a 
reasonable person would conclude that such outcomes may have or will occur.  
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• Students must not record images/voice anywhere that recording would not reasonably be 
considered appropriate (e.g. in change rooms, toilets or any other place where a reasonable person 
would expect to be afforded privacy). 

• Recording or dissemina�on of images that are considered indecent (such as nudity or sexual acts 
involving children). This behaviour is against the law and if detected by the school will result in a 
referral to the police. In such cases police may take possession of such devices for their inves�ga�on 
and students and parents will be advised to contact Queensland Police Service (QPS) directly.  

In addi�on to the policy, students should note:  

Assump�on of chea�ng  
Personal technology devices may not be taken into or used by students at exams or during class assessment 
unless clearly permited by staff. Staff will assume students in possession of such devices during exams or 
assessments are chea�ng. Disciplinary ac�on will be taken against any student who is caught using a 
personal technology device to cheat during exams or assessments.  

Recording Private Conversa�ons and the Invasion of Privacy Act 1971  
It is important that all members of the school community understand that under the Invasion of Privacy Act 
1971, ‘a person is guilty of an offence against this Act if the person uses a listening device to overhear, 
record, monitor or listen to a private conversa�on’. It is also an offence under the Act for a person who has 
overheard, recorded, monitored or listened to a conversa�on to which s/he is not a party to publish or 
communicate the substance or meaning of the conversa�on to others.  

Special Circumstances Arrangement  
Students who require the use of a personal assis�ve technology device in circumstances that would 
contravene this policy (for example to assist with a medical condi�on or other disability or for a special 
project) should nego�ate a special circumstances arrangement with the Deputy Principal or Principal.  

Inappropriate behaviour outside of school hours  
Students may receive disciplinary consequences for bullying or cyberbullying or other inappropriate online 
behaviour that occurs out of school hours, and affects the good order and management of the school.  

• Personal Technology Devices include, but are not limited to the following devices; portable gaming 
devices, the iPhone, iPod, iPod Touch or iPad, Tamagotchi® and similar games, laptop computers, 
PDAs, Blackberries®, cameras and/or voice recording devices (whether or not integrated with a 
mobile phone or MP3 player), mobile telephones and devices of a similar nature.  

  

Misuse of personal or school technological devices will result in consequences as outlined in the 
Responsible Behaviour Plan.  
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